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TOP 10 CHALLENGES FOR IOT

— 0. Defining loT

Is the application provincial or global?
Cooperation

Sensor interfaces

Standardization

Data content

Defining location & time

Unique identification

Transport protocol & security
Telecommunications

—
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H10 ... DEFINING IOT

* The definition depends upon who you ask

— RFID-centric
— Sensor-centric
— Location-centric

Global infrastructure for the information society,
enabling advanced services by interconnecting
(physical and virtual) things based on, existing
and evolving, interoperable information and
communication technologies
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WITH IOT
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THE INTERNET OF THINGS (BASICS)

smart Grid /Utilities

Supply Chain |
Health Care ||

Transportation |
Smart Buildings ||

Smart Appliances

\. |

Smart Manufacturing

Critical Infratructure Protection

R

Environmental Monitoring / Protection

Sports / Entertainment

Automotive J Smart Cars

'\ Appliication Domains [ 1oT |

Personal Experience

Agriculture
Public Safety

Physical Security |

-, Homeland Security

Border Protection

Assistive Technologies

Others 1

Weather Montoring /|

Individualism |

Accessibility Support

Adaptive Devices

= Technologies

Other Considerations |~

*,

Reguirements |-
———

' Usability

Heterogeneous Devices

Zero Configuration

Green Computing / Communications

Sustainability
' Ethics

' service Providers

Stakeholders

' Government Agencies

| Regulatory Agencies

| Academia | Research

\ Testing / Certification Vendors

Users

b Privacy
' Accessibility

Transporters

Distributors
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\ Others

' Manufacturers

Privacy Advocates

Standards Developments Organizations
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THE INTERNET OF THINGS (TECHNOLOGIES)
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QR CODE & |IOoT — HOW IT WORKS
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QR CODE & |IOoT — HOW IT WORKS

Product

Image Scanning
Smartphone

URL for MSDS
encoded
In QR Code

Telecom
Provider

—

MSDS Database /
Cloud

-
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HO ...Is THE APPLICATION

PROVINCIAL OR GLOBAL?

__

Home automation

Smart grid

Smart agriculture

Smart manufacturing

Assistive technologies

Smart healthcare

Smart transportation

Environmental monitoring

Global supply chain / Physical internet
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User Network P2145x Family

ISO/IEC/IEEE p21451-1-1 (TCP/UDP Interface)

ISO/IEC/IEEE p21451-1-2 (HTTP Interface) of Sta 1] d a rd S

ISO/IEC/IEEE p21451-1-3 (Web Interface)
ISO/IEC/IEEE p21451-1-4 (XMPP Interface)
ISO/IEC/IEEE p21451-1-x (?)

ISO/IEC/IEEE p21451-1-4, XMPP Services N etwo rk

(Provides a secure, virtual tunnel for TCP/IP, HTTP, Web, and SNMP

ISO/IEC/IEEE § ISONEC/IEEE ¥ ISO/EC/IEEE ISO/IEC/IEEE NOde _

p21451-1-1 p21451-1-2 p21451-1-3 p21451-1-x
TCP/IP HTTP Web SNMP Network
Services Services Services Services(?) Capable

ISO/IEC/IEEE p21451-1 Common Network Services Application
Dlscovery Transducer TEDS Event Transducer Processor
Servicos Access Acc_ess Notific_ation Managgment (NC AP)

Services Services Services Services

Network
Interface

ISO/IEC/IEEE 21450 Transducer Services
ISO/IEC/IEEE 21451-2 or ISO/IEC/IEEE 21451-5 Module Communication Se n so r

Transducer - ISO/IEC/IEEE 21451-2 (Serial Interface) Node -
Interface

+ “ISO/IEC/IEEE21451-5 (Wireless Interface) Transducer

ISO/IEC/IEEE 21451-2 or ISO/IECIEEE 21451-5 Module Communication Interface
Module

ISO/IEC/IEEE ISO/IEC/IEEE 21450 ISO/IEC/IEEE 21451-2 or ———
450 D Transducer Services ISO/IEC/IEEE21451-5 PHY TEDS (TIM) ——
ISO/IEC/IEEE p21451-001 Signal Treatment Services (Optional) - Project to be propéé'éd----
i
Signal Conditioning and Data Conversion

In the future

~—

I Mixed Mode Interface RF Interface - Standard being \a\%
ISO/IEC/IEEE 21451-4 Transducers ISO/IEC/IEEE 21451-7 developed
Transducer (Sensors & Actuators) Transducer
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HS ... DATA CONTENT

 Putting all of the disparate output from
different devices into a manageable form

» Each device type follows its own unique
data content standards




USE CASE —ISO 18576 — RTIs

ISO 18576, Internet of Things (IoT) in the supply chain — Returnable transport items (RTIs)

Sensor threshold exceeded connected to mobile device on 4G network: Identify sensor, identify exceeded
threshold, identify item (UII) to which mobile device is attached, identify mobile device (IMEI), identify the

SIM IC (ICCID), identify subscriber (IMSI), identify read location, identify time of read, identify MAC address
of connection to Internet, identify destination resource address

Header

Field Name

Identify destination resource address

Identify sensor

Sensor value

Identify NCAP address of connection to Internet

Identify port on NCAP/Gateway

Identify item UII (25B)

Identify mobile device

GPS ID

Identify read location (WGS 84)

Identify time of read

Header
Decimal

Header
Hexadecimal

URN

urn:oid:1.0.29161.97

urn:0id:1.0.29161.82

urn:0id:1.0.29161.83

1.0.29161.83.2

urn:o0id:1.0.29161.80

urn:o0id:1.0.29161.177

urn:0id:1.0.29161.158

urn:o0id:1.0.29161.159

Data
2001:0db8:85a3:0042:1000:8a2e:0370:7334
ACDE48FFFE232567
From 21451-7 (or other)
00127FFFFEEB6B40
2 (urn:0id:1.0.29161.83.2)
UN433257110123456789

351451208401216

41.99869/-91.608037 /237

2013-03-22T19:33:51Z
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H3 ... UNIQUE IDENTIFICATION
__

I have six honest serving men
They taught me all 1 knew
Their names are What, and Where and When;
and Why and How and Who.
- Rudyard Kipling (1865-1936)

With apologies to the celebrated English poet and author, the supply chain submits that a seventh
honest man is missing whose name is “Which”.
And, as in Macbeth, there are three “Whiches”:

— “Which one”,

— “Which group”,

— “Which transport unit”.

For these seven “questions” underpin the very heart of the supply chain, traceability, tracking, and
chain of custody.

WHO Individual Identification of the individual

WHAT Product code Identification of the product (SKU)
WHICH (ltem) Unique item Globally unique item serial number
WHICH (Group) Specific group Identification of the lot or batch

WHICH (Container) | Package ID Globally unique transport unit identifier
WHERE Location (Storage/Postal/ Lat Long Alt) | Unambiguous identification of the location
WHEN At what time Unambiguous time stamp

HOW Method Unambiguous identification of the process
WHY Authority Purchase Order/ Work Order
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I have six honest serving men

They taught me all I knew

Their names are What, and Where and When;

and Why and How and Who.

- Rudyard Kipling (1865-1936)

With apologies to the celebrated English poet and author, the supply chain submits that a seventh honest man is missing whose name is “Which”.  

And, as in Macbeth, there are three “Whiches”:  

· “Which one”, 

· “Which group”, 

· “Which transport unit”.  

For these seven “questions” underpin the very heart of the supply chain, traceability, tracking, and chain of custody.

		WHO

		Individual

		Identification of the individual



		WHAT

		Product code

		Identification of the product (SKU)



		WHICH (Item)

		Unique item

		Globally unique item serial number



		WHICH (Group)

		Specific group

		Identification of the lot or batch



		WHICH (Container)

		Package ID

		Globally unique transport unit identifier



		WHERE

		Location (Storage/Postal/ Lat Long Alt)

		Unambiguous identification of the location



		WHEN

		At what time

		Unambiguous time stamp



		HOW

		Method

		Unambiguous identification of the process



		WHY

		Authority

		Purchase Order/ Work Order








To WHICH “THING” ARE WE REFERRING
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UNIQUE ID HEADER VALUES
__

Header Header Header

((JLETRY)] (0xnn) (decimal)
0000 0000 Unprogrammed media urn:0id:1.0.29161.0
0100 0001 41 65 ISO Ull Product (n urn:oid:1.0.29161.65
0100 0010 42 66 ISO Ull Transport Unit (n urn:oid:1.0.29161.66
0100 0011 43 67 ISO Ull RTI (n urn:o0id:1.0.29161.67
0100 0100 44 68 ISO Ull Containerized Cargo urn:oid:1.0.29161.68
0100 0101 45 69 ISO Ull Product (an urn:oid:1.0.29161.69
0100 0110 46 70 ISO Ull Transport Unit (an urn:oid:1.0.29161.70
0100 0111 47 71 ISO Ull RTI (an urn:oid:1.0.29161.71
0100 1001 49 73 ISO Ull Product & Product Package (25S urn:0id:1.0.29161.73
0100 1010 74 ISO Ull Product & Product Packa urn:oid:1.0.29161.74
0100 1011 4 75 ISO Ull Transport Unit (J urn:0id:1.0.29161.75

B
0100 1110 78 ISO Ull Transport Unit (5J urn:oid:1.0.29161.78
0101 0000 50 80 ISO Ull Returnable Transport Item (25B urn:oid:1.0.29161.80
0101 0001 51 81 Ull Containerized Cargo (7B urn:o0id:1.0.29161.81
0101 0010 82 EUI-64 Sensor ID urn:oid:1.0.29161.82

0101 0011 53 83 EUI-64 MAC Address urn:0id:1.0.29161.83

0101 0100 84 EUI-64 802.15.4 ID urn:oid:1.0.29161.84

Significance (0]])

eu SYSTEMS Copyright © 2014 - Q.E.D. Systems



UNIQUE ID HEADER VALUES
__

Header
(binary)
0101 1001
0101 1010
0101 1011
0101 1100
0101 1101
0101 1110
0101 1111
0110 0001
0111 0001

Header
(0xnn)
59
5A
5B
5C
5D
5E
5F
61

7

Header
(decimal)
89
90
91
92
93
94
95
97
113

Significance

NIl — 78121

NIl - 15459

NIl - 3166

MIl Construct 1 (ISO/IEC 29174-1
MIl Construct 2 (ISO/IEC 29174-1
MIl Construct 3 (ISO/IEC 29174-1
MIl Construct 4 (ISO/IEC 29174-1
IPv6

OID

urn:oid:1.0.29161.89
urn:o0id:1.0.29161.90
urn:oid:1.0.29161.91
urn:oid:1.0.29161.92
urn:0id:1.0.29161.93
urn:oid:1.0.29161.94
urn:oid:1.0.29161.95
urn:o0id:1.0.29161.97
urn:o0id:1.0.29161.113

1 .
1000 0001 81 129 IMSI (E.212 urn:oid:1.0.29161.129
1000 0010 82 130 ICCID urn:oid:1.0.29161.130

1000 1111

8F
D
E

143

Jabber ID
ID

urn:oid:1.0.29161.143
urn:0id:1.0.29161.157

9 : . .
1001 1110 9 158 GPS ID (WGS 84 urn:oid:1.0.29161.158
1001 1111 9F 159 UTC urn:oid:1.0.29161.159
1011 0001 B1 177 IMEI urn:0id:1.0.29161.177

1101 0001
1111 0001
1111 1111

D1

FF

209
241
255

IPv4
ITU-T H.642/uCode Ull
Reserved for Extensibilit

urn:oid:1.0.29161.209
urn:oid:1.0.29161.241
urn:oid:1.0.29161.255

SC) < vsmus
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#H2 ... TRANSPORT PROTOCOL
& SECURITY

» Regardless of the transport protocoal,
security must be of primary importance

* And while there are some refinements that
need to be made to their XEPs, XMPP
remains one of the best choices for a
transport protocol




H 1
TELECOMMUNICATIONS N




#1 ... TELECOMMUNICATIONS

* Near Field Communications (NFC)

* Wireless Personal Area Networks (WWPAN)

— |ISO/IEC/IEEE 802.15
- ZigBee
* Bluetooth

* Local Area Networks (LAN)
— WiFi
— ISO/IEC/IEEE 802.11
— RFID networks

* Wireless Wide Area Networks (WWAN)
— 2G, 3G, 4G, LTE, 5G

Copyright © 2014 - Q.E.D. Systems



5G

* The 5G-Infrastructure-PPP is a 1.4 Billion Euro
joint initiative between the European ICT
iIndustry and the European Commission to
rethink the infrastructure and to create the Next
generation of communication networks and
services that will provide ubiquitous super-fast
connectivity and seamless service delivery in all
circumstances
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SUPPLY CHAIN APPLICATIONS

OF IOT NI
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ETPALLET ELECTRONICS
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PROTECTING THE SUPPLY CHAIN WITH IOT
(ELECTRONIC FENCING)
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SUPPLY CHAIN MONITORING

SATELLITE

CELLULAR ((

( A
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Reader/ Unit (OBU)
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it (OBU) 10891 Tag
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Fingerprint Reader H
Transportation Worker ID Card (TWIC)
with Fingerprint Biometric 7|
ISO/IEC 14443 E'—m

Tractor Tag
TC 204 Standard

NI o o Chassis Tag o o
TC 204 Standard
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TOP 10 CHALLENGES FOR IOT

s 0. Defining loT

Is the application provincial or global?
Cooperation

Sensor interfaces

Standardization

Data content

Defining location & time

Unique identification

Transport protocol & security
Telecommunications

—
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H8 ... COOPERATION

* loT may very well be the next big new
thing

* Whether called loT, the Internet of
Everything, M2M, or Cyber Physical
Systems (CPS), there are many different
names for similar or identical concepts

 |[ISO/IEC JTC 1 and ITU-T seem to be

more interested in their individual efforts
than in cooperation




INTERNATIONAL ACTIVITY THAT AFFECTS YOU

1ISO

TC 122

IEC

Packaging

TC 104
Freight ——
Containers

TC 8
Ships

TC 204
ITS

TC 247 |
Anti-Counterfeiting

JTC 1

SC 31
AIDC —

SC17__
IcC

SC6__
Network

SC 27_|
Security

WG 7__|
WGSN

SWG ]
loT

TC3

ITU

Info Doc

TC 106
Human
EMC Exp

CISPR
Radio EMT |

ITU-R

WP 1A

WP 1B—

WP 5B—

ITU-T

JCA-loT—
SG16 __
e-Everything

SG17 __|
Security

00000

SC) < vsmus
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TYPES OF STANDARDS
__

 Technology
— Symbology, RFID, I.C. Card, Sensor

 Data Content

— Semantics (Dls or Als), Syntax, Unique ltem Identification,
Unique Device ldentification

« Conformance
— Print Quality, Test Specifications, Conformance to Air Interface

* Network
— Object-to-object communications, Sensor Networks

» Application Standards

— Freight container, Returnable Transport Item, Shipping Label,
Product Package, Product Mark/Tag, eSeal, Access to web
services

eu SYSTEMS Copyright © 2014 - Q.E.D. Systems



INTERNATIONAL STANDARDS ACTIVITIES

There will be a short quiz at the end

nal

International Organization for International Electrotechnical United Nations
Standardization (ISO) Commission (IEC)
TC 122 | | |
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WGY% - T o (
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HS ... DATA CONTENT

 Putting all of the disparate output from
different devices into a manageable form

» Each device type follows its own unique
data content standards




UskE CASES — ISO 18575 — PRODUCTS

ISO 18575, Internet of Things (IoT) in the supply chain — Products & product packages

Read 2D symbol encoding URL: Identify destination resource URL, identify symbol, identify item, identify
reader, identify read location, identify time of read, identify MAC address of connection to Internet, identify the

person doing the reading

Field
Identify destination resource address

Identify media (QR Code symbol)
Identify item

Identify read location

Identify time of read

Identify MAC address of connection to Internet

Header
Name

UIl (258)

GPS ID
(WGS 84)

Header
Decimal

Header
Hexadecimal

URN

urn:o0id:1.0.29161.97

urn:o0id:1.0.29161.73

urn:o0id:1.0.29161.158

urn:oid:1.0.29161.159

urn:o0id:1.0.29161.81

Data

http://www.sigmaaldrich.com/MSDS/MSDS/
DisplayMSDSPage.do?country=US&language=
en&productNumber=48599&brand=SUPELC
0&PageToGoToURL

UN433257110123456789

41.99869/-91.608037 /237

2013-03-22T19:33:51Z

00127FFFFEEB6B40
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USkE CASE — ISO 18577 — TRANSPORT UNITS

ISO 18577, Internet of Things (IoT) in the supply chain — Transport units

Sensor threshold exceeded connected to RFID: Identify sensor, identify exceeded threshold, identify RF tag
TID, identify item (UII) to which RF tag is attached, identify RF reader, identify destination resource address,
identify read location, identify time of read, identify MAC address of connection to Internet

Field Header Hea.der Heade.r URN Data
Name Decimal Hexadecimal

Identify destination resource address urn:o0id:1.0.29161.97 2001:0db8:85a3:0042:1000:8a2e:0370:7334

Identify media (RFID) Not Used in XMPP

E02B800000000003

Identify RF Tag ID per ISO/IEC 15963 urn:0id:1.0.29161.157

Identify sensor urn:o0id:1.0.29161.82 ACDE48FFFE232567

Sensor value NONE NONE No 29161 Header From 21451-7 (or other)

Transport

Identify item (UII) Unit (J)

urn:o0id:1.0.29161.75 UN433257110123456789

Identify reader (MAC Address) urn:oid:1.0.29161.83 00127FFFFEEB6B40

Identify read location

Identify time of read

GPS ID
(WGS 84)

urn:o0id:1.0.29161.158

urn:oid:1.0.29161.159

41.99869/-91.608037 /237

2013-03-22T19:33:51Z
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USE CASE —ISO 18576 — RTIs

ISO 18576, Internet of Things (IoT) in the supply chain — Returnable transport items (RTIs)

Sensor threshold exceeded connected to mobile device on 4G network: Identify sensor, identify exceeded
threshold, identify item (UII) to which mobile device is attached, identify mobile device (IMEI), identify the

SIM IC (ICCID), identify subscriber (IMSI), identify read location, identify time of read, identify MAC address
of connection to Internet, identify destination resource address

Header

Field Name

Identify destination resource address

Identify sensor

Sensor value

Identify NCAP address of connection to Internet

Identify port on NCAP/Gateway

Identify item UII (25B)

Identify mobile device

GPS ID

Identify read location (WGS 84)

Identify time of read

Header
Decimal

Header
Hexadecimal

URN

urn:oid:1.0.29161.97

urn:0id:1.0.29161.82

urn:0id:1.0.29161.83

1.0.29161.83.2

urn:o0id:1.0.29161.80

urn:o0id:1.0.29161.177

urn:0id:1.0.29161.158

urn:o0id:1.0.29161.159

Data
2001:0db8:85a3:0042:1000:8a2e:0370:7334
ACDE48FFFE232567
From 21451-7 (or other)
00127FFFFEEB6B40
2 (urn:0id:1.0.29161.83.2)
UN433257110123456789

351451208401216

41.99869/-91.608037 /237

2013-03-22T19:33:51Z
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UskE CASES — ISO 18574 — CARGO

ISO 18574, Internet of Things (10T) in the supply chain — Containerized cargo

Sensor threshold exceeded connected on a network to a mobile device on 4G network: Identify sensor, identify
exceeded threshold, identify item (UII) to which mobile device is attached, identify mobile device (IMEI),
identify the SIM IC (ICCID), identify subscriber (IMSI), identify read location, identify time of read, identify

MAC address of connection to Internet, identify destination resource address

Field

Identify destination resource address

Identify sensor

Sensor value

Identify NCAP address of connection to Internet

Identify port on NCAP/Gateway

Identify item

Identify mobile device

Identify read location

Identify time of read

Header
Name

UII (7B)

GPS ID
(WGS 84)

Header
Decimal

Header
Hexadecimal

URN

urn:oid:1.0.29161.97

urn:0id:1.0.29161.82

urn:0id:1.0.29161.83

1.0.29161.83.2

urn:o0id:1.0.29161.81

urn:o0id:1.0.29161.177

urn:0id:1.0.29161.158

urn:o0id:1.0.29161.159

Data
2001:0db8:85a3:0042:1000:8a2e:0370:7334
ACDE48FFFE232567
From 21451-7 (or other)
00127FFFFEEB6B40
2 (urn:0id:1.0.29161.83.2)

AAA ANNNNNN N

351451208401216

41.99869/-91.608037 /237

2013-03-22T19:33:51Z
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H 4
REPRESENTATION OF "

LOCATION AND TIME




HA4 ... DEFINING TIME & LOCATION

_

1397049300




HA4 ... DEFINING TIME & LOCATION

_

2014-04-09T13:15:00Z
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HA4 ... DEFINING TIME & LOCATION

__

e Two competing methods

— Epoch time — Number of seconds that have
elapsed since 00:00:00 Coordinated Universal
Time (UTC), Thursday, 1 January 1970, not
including leap seconds

1397049300

v'UTC (Coordinated Universal Time) (ISO 8601)
2014-04-09T13:15:00Z




LoCcATION — ANS MH10.8.2
__

One degree is equivalent to approximately 110 000 meters, depending upon one’ s
location on the earth where, because of its spheroid shape, a degree is of greater
distance at the equator than at the poles. Degrees can be reduced to minutes (1/60t of
a degree) and then seconds (1/60t of a minute) to where a second of latitude or
longitude is approximately 30.56 meters. Likewise, we can decimally represent a portion
of a meter where to six significant digits one can get to a resolution of 0.11 meters.
Secondly, many representations of latitude and longitude include either a North / South
designation for latitude and an East / West designation for longitude. Alternately, some
designations of South latitude and West longitude are differentiated from their North and
East counterparts by a “-” (minus) prefix. Further, there are 360 degrees of longitude
from 180° to -180° and 180 degrees of latitude from 90° to -90° . Also, the tallest
building in 2012 is 828 meters, though plans do exist for structures greater than 1 000
meters in height. Finally, there are locations that exist below sea level, so a minus (-) is
also required for altitude.

Consequently, the format recommended by this standard for Latitude / Longitude /
Altitude is xnn.nnnnn/xnnn.nnnnnn/xnnnn is in a range of 5 (intersection of the Prime
Meridian with the Equator - n/n/n) to 27 characters (xnn.nnnnn/xnnn.nnnnnn/xnnnn).
The “x” value is to permit the inclusion of a “-” (minus) prefix for South latitudes and

West longitudes. The “-” (minus) prefix, “.” (decimal point), and */” solidus are explicitly
encoded.
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To WHICH “THING” ARE WE REFERRING
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ISO/IEC 29161 — UNIQUE IDENTIFICATION

__

* Builds on EPC header system
* Being developed in JTC 1/SC 31/WG 2

* Will be completed in either JTC 1/SC 31/WG 2 or
ISO/TC 122
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OBJECT IDENTIFIER REGISTRATION TREE

__

itu-t (0) iso (1) joint-iso-itu-t (2)
recommendation (0) | standard (0) | module (1)
question (1) | registration-authority (1) | document-types (2)
administration (2) | member-body (2) | asn.d (3)
network-operator (3) | identified-organization (3) | reserved (4)
identified-organization (4) international md (5)
r-recommendation (5) international organization (6)
data (9)

EXAMPLE for ISO/IEC 29161 : 1.0.29161
EXAMPLE for ISO/IEC 29161 Header 82 (EUI-64 Sensor ID) : 1.0.29161.82
Expressed as a URN : urn:0id:1.0.29161.82

NOTE 1 OID Registration Tree defined in ITU-T X.660 and ISO/IEC 9834
NOTE 2 URN OID defined in IETF RFC 3061
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UNIQUE ID HEADER VALUES
__

Header Header Header

((JLETRY)] (0xnn) (decimal)
0000 0000 Unprogrammed media urn:0id:1.0.29161.0
0100 0001 41 65 ISO Ull Product (n urn:oid:1.0.29161.65
0100 0010 42 66 ISO Ull Transport Unit (n urn:oid:1.0.29161.66
0100 0011 43 67 ISO Ull RTI (n urn:o0id:1.0.29161.67
0100 0100 44 68 ISO Ull Containerized Cargo urn:oid:1.0.29161.68
0100 0101 45 69 ISO Ull Product (an urn:oid:1.0.29161.69
0100 0110 46 70 ISO Ull Transport Unit (an urn:oid:1.0.29161.70
0100 0111 47 71 ISO Ull RTI (an urn:oid:1.0.29161.71
0100 1001 49 73 ISO Ull Product & Product Package (25S urn:0id:1.0.29161.73
0100 1010 74 ISO Ull Product & Product Packa urn:oid:1.0.29161.74
0100 1011 4 75 ISO Ull Transport Unit (J urn:0id:1.0.29161.75

B
0100 1110 78 ISO Ull Transport Unit (5J urn:oid:1.0.29161.78
0101 0000 50 80 ISO Ull Returnable Transport Item (25B urn:oid:1.0.29161.80
0101 0001 51 81 Ull Containerized Cargo (7B urn:o0id:1.0.29161.81
0101 0010 82 EUI-64 Sensor ID urn:oid:1.0.29161.82

0101 0011 53 83 EUI-64 MAC Address urn:0id:1.0.29161.83

0101 0100 84 EUI-64 802.15.4 ID urn:oid:1.0.29161.84

Significance (0]])
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UNIQUE ID HEADER VALUES
__

Header
(binary)
0101 1001
0101 1010
0101 1011
0101 1100
0101 1101
0101 1110
0101 1111
0110 0001
0111 0001

Header
(0xnn)
59
5A
5B
5C
5D
5E
5F
61

7

Header
(decimal)
89
90
91
92
93
94
95
97
113

Significance

NIl — 78121

NIl - 15459

NIl - 3166

MIl Construct 1 (ISO/IEC 29174-1
MIl Construct 2 (ISO/IEC 29174-1
MIl Construct 3 (ISO/IEC 29174-1
MIl Construct 4 (ISO/IEC 29174-1
IPv6

OID

urn:oid:1.0.29161.89
urn:o0id:1.0.29161.90
urn:oid:1.0.29161.91
urn:oid:1.0.29161.92
urn:0id:1.0.29161.93
urn:oid:1.0.29161.94
urn:oid:1.0.29161.95
urn:o0id:1.0.29161.97
urn:o0id:1.0.29161.113

1 .
1000 0001 81 129 IMSI (E.212 urn:oid:1.0.29161.129
1000 0010 82 130 ICCID urn:oid:1.0.29161.130

1000 1111

8F
D
E

143

Jabber ID
ID

urn:oid:1.0.29161.143
urn:0id:1.0.29161.157

9 : . .
1001 1110 9 158 GPS ID (WGS 84 urn:oid:1.0.29161.158
1001 1111 9F 159 UTC urn:oid:1.0.29161.159
1011 0001 B1 177 IMEI urn:0id:1.0.29161.177

1101 0001
1111 0001
1111 1111

D1

FF

209
241
255

IPv4
ITU-T H.642/uCode Ull
Reserved for Extensibilit

urn:oid:1.0.29161.209
urn:oid:1.0.29161.241
urn:oid:1.0.29161.255

SC) < vsmus
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H3 ... UNIQUE IDENTIFICATION
__

I have six honest serving men
They taught me all 1 knew
Their names are What, and Where and When;
and Why and How and Who.
- Rudyard Kipling (1865-1936)

With apologies to the celebrated English poet and author, the supply chain submits that a seventh
honest man is missing whose name is “Which”.
And, as in Macbeth, there are three “Whiches”:

— “Which one”,

— “Which group”,

— “Which transport unit”.

For these seven “questions” underpin the very heart of the supply chain, traceability, tracking, and
chain of custody.

WHO Individual Identification of the individual

WHAT Product code Identification of the product (SKU)
WHICH (ltem) Unique item Globally unique item serial number
WHICH (Group) Specific group Identification of the lot or batch

WHICH (Container) | Package ID Globally unique transport unit identifier
WHERE Location (Storage/Postal/ Lat Long Alt) | Unambiguous identification of the location
WHEN At what time Unambiguous time stamp

HOW Method Unambiguous identification of the process
WHY Authority Purchase Order/ Work Order

QEC’ SYSTEMS Copyright © 2014 - Q.E.D. Systems





I have six honest serving men

They taught me all I knew

Their names are What, and Where and When;

and Why and How and Who.

- Rudyard Kipling (1865-1936)

With apologies to the celebrated English poet and author, the supply chain submits that a seventh honest man is missing whose name is “Which”.  

And, as in Macbeth, there are three “Whiches”:  

· “Which one”, 

· “Which group”, 

· “Which transport unit”.  

For these seven “questions” underpin the very heart of the supply chain, traceability, tracking, and chain of custody.

		WHO

		Individual

		Identification of the individual



		WHAT

		Product code

		Identification of the product (SKU)



		WHICH (Item)

		Unique item

		Globally unique item serial number



		WHICH (Group)

		Specific group

		Identification of the lot or batch



		WHICH (Container)

		Package ID

		Globally unique transport unit identifier



		WHERE

		Location (Storage/Postal/ Lat Long Alt)

		Unambiguous identification of the location



		WHEN

		At what time

		Unambiguous time stamp



		HOW

		Method

		Unambiguous identification of the process



		WHY

		Authority

		Purchase Order/ Work Order








To WHICH “THING” ARE WE REFERRING
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ISO/IEC 29161 — UNIQUE IDENTIFICATION

__

* Builds on EPC header system

« Currently being developed in JTC 1/SC 31/WG 2

* Will be completed in either JTC 1/SC 31/WG 2 or
ISO/TC 122

Copyright © 2014 - Q.E.D. Systems




OBJECT IDENTIFIER REGISTRATION TREE

__

itu-t (0) iso (1) joint-iso-itu-t (2)
recommendation (0) | standard (0) | module (1)
question (1) | registration-authority (1) | document-types (2)
administration (2) | member-body (2) | asn.d (3)
network-operator (3) | identified-organization (3) | reserved (4)
identified-organization (4) international md (5)
r-recommendation (5) international organization (6)
data (9)

EXAMPLE for ISO/IEC 29161 : 1.0.29161
EXAMPLE for ISO/IEC 29161 Header 82 (EUI-64 Sensor ID) : 1.0.29161.82
Expressed as a URN : urn:0id:1.0.29161.82

NOTE 1 OID Registration Tree defined in ITU-T X.660 and ISO/IEC 9834
NOTE 2 URN OID defined in IETF RFC 3061
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UNIQUE ID HEADER VALUES
__

Header Header Header

((JLETRY)] (0xnn) (decimal)
0000 0000 Unprogrammed media urn:0id:1.0.29161.0
0100 0001 41 65 ISO Ull Product (n urn:oid:1.0.29161.65
0100 0010 42 66 ISO Ull Transport Unit (n urn:oid:1.0.29161.66
0100 0011 43 67 ISO Ull RTI (n urn:o0id:1.0.29161.67
0100 0100 44 68 ISO Ull Containerized Cargo urn:oid:1.0.29161.68
0100 0101 45 69 ISO Ull Product (an urn:oid:1.0.29161.69
0100 0110 46 70 ISO Ull Transport Unit (an urn:oid:1.0.29161.70
0100 0111 47 71 ISO Ull RTI (an urn:oid:1.0.29161.71
0100 1001 49 73 ISO Ull Product & Product Package (25S urn:0id:1.0.29161.73
0100 1010 74 ISO Ull Product & Product Packa urn:oid:1.0.29161.74
0100 1011 4 75 ISO Ull Transport Unit (J urn:0id:1.0.29161.75

B
0100 1110 78 ISO Ull Transport Unit (5J urn:oid:1.0.29161.78
0101 0000 50 80 ISO Ull Returnable Transport Item (25B urn:oid:1.0.29161.80
0101 0001 51 81 Ull Containerized Cargo (7B urn:o0id:1.0.29161.81
0101 0010 82 EUI-64 Sensor ID urn:oid:1.0.29161.82

0101 0011 53 83 EUI-64 MAC Address urn:0id:1.0.29161.83

0101 0100 84 EUI-64 802.15.4 ID urn:oid:1.0.29161.84

Significance (0]])
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UNIQUE ID HEADER VALUES
__

Header
(binary)
0101 1001
0101 1010
0101 1011
0101 1100
0101 1101
0101 1110
0101 1111
0110 0001
0111 0001

Header
(0xnn)
59
5A
5B
5C
5D
5E
5F
61

7

Header
(decimal)
89
90
91
92
93
94
95
97
113

Significance

NIl — 78121

NIl - 15459

NIl - 3166

MIl Construct 1 (ISO/IEC 29174-1
MIl Construct 2 (ISO/IEC 29174-1
MIl Construct 3 (ISO/IEC 29174-1
MIl Construct 4 (ISO/IEC 29174-1
IPv6

OID

urn:oid:1.0.29161.89
urn:o0id:1.0.29161.90
urn:oid:1.0.29161.91
urn:oid:1.0.29161.92
urn:0id:1.0.29161.93
urn:oid:1.0.29161.94
urn:oid:1.0.29161.95
urn:o0id:1.0.29161.97
urn:o0id:1.0.29161.113

1 .
1000 0001 81 129 IMSI (E.212 urn:oid:1.0.29161.129
1000 0010 82 130 ICCID urn:oid:1.0.29161.130

1000 1111

8F
D
E

143

Jabber ID
ID

urn:oid:1.0.29161.143
urn:0id:1.0.29161.157

9 : . .
1001 1110 9 158 GPS ID (WGS 84 urn:oid:1.0.29161.158
1001 1111 9F 159 UTC urn:oid:1.0.29161.159
1011 0001 B1 177 IMEI urn:0id:1.0.29161.177

1101 0001
1111 0001
1111 1111

D1

FF

209
241
255

IPv4
ITU-T H.642/uCode Ull
Reserved for Extensibilit

urn:oid:1.0.29161.209
urn:oid:1.0.29161.241
urn:oid:1.0.29161.255

SC) < vsmus
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#1 ... TELECOMMUNICATIONS

* Near Field Communications (NFC)

* Wireless Personal Area Networks (WWPAN)

— |ISO/IEC/IEEE 802.15
- ZigBee
* Bluetooth

* Local Area Networks (LAN)
— WiFi
— ISO/IEC/IEEE 802.11
— RFID networks

* Wireless Wide Area Networks (WWAN)
— 2G, 3G, 4G, LTE, 5G
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4G BANDS

* North America: 700, 850, 1900, 1700/2100 and
2600 MHz are used (bands 4, 7, 12, 13, 17, 25,
26, 41)

 South America: 2500 MHz

. Europe: 800, 900, 1800, 2600 MHz in (bands 3,
7,20)

 Asia: 1800 and 2600 MHz (bands 1, 3, 5, 7, 8,
11, 13, 40)

* Australia: 1800 MHz
* New Zealand: 2300 MHz (bands 3, 40)
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5G

* The 5G-Infrastructure-PPP is a 1.4 Billion Euro
joint initiative between the European ICT
iIndustry and the European Commission to
rethink the infrastructure and to create the Next
generation of communication networks and
services that will provide ubiquitous super-fast
connectivity and seamless service delivery in all
circumstances
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S5GPP

* The development of new communication
networks is dependent on the emergence of
globally accepted standards in order to ensure
interoperability, economies of scale with
affordable cost for system deployment and end
users. This partnership aims to have European
iIndustry driving the development of 5G
standards and to develop and exploit at least
20% of the 5G SEP (standards essential
patents).
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| A TR
THANK YOU!!!

Craig K. Harmon, President & CEO
Q.E.D. Systems

3963 Highlands Lane, SE

Cedar Rapids, IA 52403-2140 USA
(V): +1 319/364-0212

(M): +1 319/533-8092

(E): craig.harmon@qed.org
(U): http://www.autoid.org
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